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(a) x ex in an orthogonal 3D feature space These two proposed MCA approaches provide accurate description for network traffic records and facilitate conversion of network traffic into the respective images.
In addition, this thesis proposes a DoS attack detection system, in which the images of network traffic are served as the observed objects and the task of DoS attack detection is reformulated as a computer vision problem, namely image retrieval. This
proposed DoS attack detection system applies a widely used dissimilarity measure, namely the Earth Mover's Distance (EMD), to object classification. The EMD takes cross-bin matching into account and provides a more accurate evaluation on the dissimilarity between distributions than some other well-known dissimilarity measures, such as Minkowski-form distance L p and X 2 statistics. The merits of the EMD facilitate the capability of our proposed system with effective detection.
Last but not least, our intelligent and effective solutions, including the two proposed MCA approaches and the EMD-based DoS attack detection system, are evaluated using the KDD Cup 99 dataset. The evaluation results illustrate that our proposed MCA approaches provide accurate characterisation for network traffic, and the proposed detection system can detect unknown DoS attacks and outperforms two state-of-the-art approaches. 
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